
Global Key (unique) — ' ^ 
Personal Encryption Key 
(unique) {—ff 
Password 7 
Server Side Key (Foreign 
Key) V_ a 



II 



Security Table 



Z3 



Server Side Key — ^ A3 
Personal Encryption Method ' "~^I5 
Server Side Encryption Key^ ^ J 7 
Server Side Encryption 
Method ' 19 

Data Table Row Number 
(foreign key) 




Data Table Row 
Number (unique, 2L5 
primary key)-^ 
Data (doubly 
encrypted) *) 

(-29 



Figure 1 



r 



User accesses 
database as new 
user 



Server selects and delivers unique GK 

and creates new record in Users 
Database, assigns unique SS1D for 
internal use 




Error message, 




53 



''User views and 
prints ID card 
wittiGK 



Storage of new user data in Users Table j ^/ £7 
(GK, PEK, SSfD, and password) 



Figure 2 



Enter 10 string 



7/ 



error message ("incorrect 
ID"), with message to prompt 
for entry of different ID string 



S3 



▼ 


FirewaB 




Send ID string to 
server 






►< 


/ 



73 



7 
7S 



/Does entered ID string matcrb 
any GK or PEK in user 
database? 



SI 




Retrieve corresponding record from User Database, 
including SS!D t GK, PEK 



For all records in Security Table that match this SSID, 
retrieve the PEK method, SSEK and SSEK method, 
data table row number 




View Data 



1 


r 


To add or edit 
data, goto 
diagram 5 



35 



97 



Retrieve aJI records from medical data corresponding to \ 
these security table entries 



X 



Decrypt these records using the corresponding PEK and PE method 



Decrypt these records using the corresponding SSEK and SS 
method 



z 



Format and send data to client 



35 



sd 



Figure 3 



Enter ID string 



(01 



Retrieve data as per Diagram 3, 



103 



-No 



Enter Password 




Firewall 


III 

X 






) 




Figure 4 



Enter ID string 



error message ("incorrect ID"J, wrth 
message to prompt for entry of different ID 
string 




Retrieve corresponding record from user database, 
including SSID 




IG5 



/67 



I&3 




error message, 
select new 
password 



r 

175- 



Figure 5 



